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Abstract

This research explores an improved Network Intrusion Detection System (NIDS) on the NSL-KDD
dataset using machine learning, deep learning and ensemble learning methods. Our approach involves
essential steps such as data preparation, feature engineering with Random Forest, feature reduction,
model building, hyperparameter tuning with GridSearchCV, and evaluation. We perform binary and
multiclass classification tasks with Naive Bayes, Logistic Regression, Random Forest, LightGBM,
CNN, and LSTM approaches. The findings show ensemble techniques enhance classification
accuracy. Random Forest and LightGBM models in binary classification, and CNN and LSTM
models in multiclass classification achieved up to 99% and 97.99% and 97.80% accuracy,
respectively. Additionally, the proposed stacked ensemble model, with XGBoost as the meta-learner,
achieved a final test accuracy of 99.03%, and improved precision, recall, F1-score and ROC-AUC
compared to the individual models. Tuning the hyperparameters also improved model stability and
accuracy. This research is novel in combining feature selection, hyperparameter-tuned deep learning
models and a stacking ensemble to enhance accuracy and stability in intrusion detection. The research
also emphasizes the need for interpretability, real-time considerations and transfer learning in future
NIDS research.

Keywords: GridSearchCV, hyper parameter tuning, machine learning, network intrusion detection
system (NIDS), NSL-KDD dataset

1 Introduction

The Newer technological and network security requirements requiring constant research in the
creation of Intrusion Detection Systems (IDS). Machine learning techniques are said to help in the
development of anomaly-based IDS because they can capture the nature of peculiarity [1]. However, a
major issue with all these techniques is that, they require that the probability distribution of the test set
will be same as the training set probability distribution. In fact, especially in network traffic, both the
nature of data and the distribution of data change their phases at the time of training and testing. The
problem is aggravating by the constant appearance of new and diverse forms of attacks, which creates
dataset shift within IDS [2].

This transition may result in the ML models performing inefficiently when tested; this due to the
inductive biases that are inherent in the models. However, despite the need to address this problem,
dataset shift as a problem has not received much attention in the context of IDS despite new attack
forms being invented periodically [3]. Thus, it becomes necessary to employ methods to control
cyber-attack variations as it’s a non-stationary process. Selecting the right model, which includes the
right kind of bias and the hypothesis space that is most suitable for estimating the deviations of attack
distribution is not easy to do. Consequently, attack deviation patterns must be appropriately modelled
instead of employing sets of methods dealing strictly with separate attack classes [4].
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Ensemble-learning as the process “learning to learn” was initially introduced in the field of
educational sciences before it was adopted in the field of machine learning. The term "Ensemble-
learning”. In the present-day context, Ensemble-learning is a popular branch of machine learning with
a lot of advancements specifically in hyper parameter tuning, improvement of existing neural
networks, and also in deciding the most appropriate architecture of the neural networks [5]. The
ongoing research in Ensemble-learning can be broadly classified under three categories, namely,
Model-based Ensemble-Learning, Metric based Ensemble-Learning, and Optimization based
Ensemble Learning. In recent years, new Ensemble-learning models have emerged and, in cyberspace
security, these could be categorized as; online-learning based, and stacked ensemble-based methods
[6].

One of the major benefits associated with the use of Ensemble-learning to enhance IoT attack
detection is that; it adapts to changes in attacks, as this is very fundamental in environments where
new attacks keep on emerging, unlike in conventional rule-based systems. Ensemble-learning makes
use of experience and information gathered from previous cyber-attack incidents to better detect new
emerging threats that may possibly be within the IoT network and effectively work towards
improving the overall security systems [6]. In addition, Ensemble-learning models are more flexible
and can generalize more between tasks when compared to general ML models that possess rigid
structures and always need to be retrained for a new task or a different dataset. In Ensemble-learning
architectures, the structure and weights of the model can change to match different tasks, which
makes them ideal for use when data distribution must evolve over time or is Staggered indefinitely
[7].

The connectivity of devices to the World Wide Web has been on the rise at an extremely rapid
pace. From two billion in 2006 to two hundred billion in the year 2020, often caused by mobile
computing and IoT [8]. Because they provide cognitive services like inventory tracking, machine
management, health monitoring, and anomaly detection, these devices are becoming indispensable in
major industries like healthcare, manufacturing, retail, security, and transportation. By 2025, the
manufacturing and healthcare sectors are expected to contribute 2.3 trillion and 2.5 trillion dollars,
respectively, to the forecasted growth of the global IoT industry, which is expected to reach 6.2
trillion dollars. It is obvious that IoT is a major force behind the advancement of technology in daily
life [9].

By identifying and averting network attacks, intrusion detection systems, or IDS, are frequently
employed to strengthen security within IT infrastructures. Zero-day attack detection is especially
successful with anomaly-based intrusion detection systems (IDS) [10]. Unexpected actions that
jeopardize network availability, confidentiality, and integrity (the CIA trinity) are indicative of an
intrusion13, 14. Packet header data seen in network traffic offer essential features for anomaly
detection. An IDS's purpose is to identify and stop illegal activity, strengthening the CIA triad in the
process [11].

In IoT intrusion detection systems (IDSs), machine learning (ML) approaches have been used
more and more recently [12]. Despite differences in hardware, processing power, and feature creation
skills, traditional intrusion detection systems (IDSs) frequently presume consistent feature patterns
and packet types across Internet of Things devices [13]. This disparity causes data sparsity, which
impairs data modeling's precision and effectiveness. To increase detection accuracy and speed up the
training process, machine learning-based systems require careful feature selection (Shhatha, and
Alsaif 2024). To improve the detection of abnormal behavior, a number of feature selection
techniques have been proposed, including Flexible Mutual Information-based Feature Selection
(FMIFS) [15], Modified Mutual Information-Based Feature Selection (MMIFS) with Support Vector
Machine (SVM), and SVM with Neural Networks (NN) [16].

To enhance the application regarding the network security as well as its pliability against cyber
threats, the effectiveness of the proposed framework in terms of scalability and practical implement
ability will be validated through simulation analyses under IoT setting. It will also be tested in
different scenarios to pave way for the possible application of the model in the actual Internet of
Things projects [17]. The thesis initially begins by exploring the relevant risks regarding IoT
networks, and the importance of advanced IDP systems. This makes a considerable workflow to the
field. It then proposes a new intrusion detection framework that is profiled to be very sensitive to [oT
environments’ needs and demands and is equally well-developed as previous frameworks [18]
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It presents a very realistic and, indeed, highly effective way of preventing threats that are directed
specifically at IoT systems and objects. The research legitimates the proposed framework as effective,
thereby validating the suggested framework dependability by means of empirical evaluation that used
actual IoT datasets while outperforming prior approaches and demonstrating its relevance in practical
usage. Additionally, by explaining how the framework is utilizable in a practical use-case scenario in
an loT context by simulating its functionality, a solid basis is laid for the framework’s future use in
real-world IoT implementations while providing a higher level of security and protection from cyber
threats.

The given approach entails certain radical alterations to the IDS that make it stand out of the
predecessors. One, it learns in a group of fashion to address new threats, and it can change the
learning aspects to changes in the data distribution, hence can cope with new and unseen types of
threats. The ensemble technique is the one that increases the accuracy of detection because the method
involves numerous models that correspond to various attack patterns. It is also scalable to support
large IoT, and it operates the massive data exchange that takes place in networks containing billions
of devices that are connected to the network. The framework being proposed makes use of feature
selection to identify the features of the network traffic that are the most informative, and thus the
accuracy of the classification, as well as the complexity of the computations, which is imperative to
10T devices, is improved. The other strength of the method is its ability to resist shifts in the datasets,
and thus, maximum accuracy can be reached when the attack patterns vary. It is less strict to different
forms of attack consequently reducing false positives and false negatives unlike IDS. In addition, it
can be detected with low latency in real-time, and thus identify and react to threats in the shortest time
possible, which is important in IoT networks. Finally, but definitely not the least, the framework will
be intended to be deployed in IoT networks, and therefore, the models are light-weighted and the
features are chosen with consideration of not adding an additional burden to the network, in addition
to the high-level security. The key points made in this paper are:

1. Creation of a multi-stage ensemble methodology that combines several machine learning

(Random Forest, LightGBM, AdaBoost) with a meta-classifier (XGBoost) to improve the
accuracy of intrusion detection.

2. Application of a Random Forest-based feature selection system to eliminate 40 features to 13
salient features to enhance the computational efficiency and yet maintaining high detection
rates.

3. Hyperparameter optimization through GridSearchCV to optimize base models and ensemble
classifier leading to better performance measures as opposed to non-tuned models.

4. A comparative study of various machine learning and deep learning systems (such as CNN,
LSTM and conventional classifiers) on binary and multiclass classification problems giving
clues on their comparative strength in intrusion detection.

2. Related Works

Researchers [19] came up with a framework called CFS-BA-Ensemble based on dimensionality
reduction in the data utilized in intrusion detection systems (IDS). This method is based on the use of
heuristic optimization methods and ensemble learning. Within the context of this framework, several
machine learning classifiers, such as C4.5 and Random Forest, are used together to overcome one of
the critical issues that the IDS models have: the existence of the large number of irrelevant or
redundant features, which are represented by the network traffic data. The proposed framework
enhances detection efficiency and lowers the computational complexity by using feature selection
before classification. Three popular cybersecurity benchmarks datasets, namely NSL-KDD, CIC-
IDS2017, and AWID were used as the basis of experimental evaluation. The performance was very
high as the classification hits were 99.81, 99.52 and 99.89. The results of these findings suggest that
the suggested approach can greatly improve the accuracy of detection, Fl-score and the ability to
identify an attack in comparison with other methods that have been designed in the past.

In an attempt to develop a deep learning-based system of network intrusion detection Authers
[20] proposed a deep learning-based architecture of intrusion detection named BAT-MC in another
research. It is a model that combines the Bidirectional Long Short-Term Memory (BLSTM) networks
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and an attention mechanism to enhance the ability to detect malicious activities in the network. At the
first stage, the convolutional layers are used to handle the input data and derive significant packet-
level features of raw network traffic. Following the extraction of the features, the BLSTM component
relates the sequence of actions between the packets of the traffic in the NSL-KDD dataset, and the
system is capable of extracting the temporal correlations of the traffic patterns. The attention
mechanism also adds to the model as it gives more significance to the most significant components of
the sequence giving the network a chance to concentrate on the crucial aspects related to malicious
behaviors. The obtained experimental results indicated that this architecture was more effective
compared to some traditional intrusion detection methods with an overall accuracy of 84.25, which
showed the significance of deep learning in processing consecutive traffic.

Researchers [21] suggested an ensemble-based voting architecture that aims at detecting network
misbehavior. Their approach is a combination of the predictions of a few machine learning
algorithms, such as the Decision Trees, Naive Bayes, Random Forest, and repeatable neural networks,
such as the RNN-LSTM. The model will enhance the reliability of classification and minimize the
chances of misclassification by combining the results of several classifiers using a voting scheme. The
offered strategy has been tested on the benchmark dataset provided by the NSL-KDD, and the
findings were compared to those that were provided in the case of the traditional tree-based
algorithms. The analysis revealed that ensemble voting method had better detection performance with
an overall accuracy of around 85%. Alongside the given model, the authors proposed additional
advances as the creation of a full-fledged rule repository that may aid the automated intrusion
detection and provide more powerful capabilities to detect the threats in real-time.

Ensemble-classification model is used by [22] proposed an intrusion detection method applied on
an ensemble classification framework and relies on a strategy of stacking. In this architecture,
individual classifiers as well as ensemble methods are combined to enhance the strength of prediction
process. The stacking model uses a set of base learners such as the Logistic Regression, the K-Nearest
Neighbors, the Random Forest and the Support Vector Machine. All these algorithms learn
independently by analyzing the network traffic data and their output is combined by a higher-level
learner to come up with a more precise final classification. In order to prove that the suggested
framework works, the authors provided experiments with two popular intrusion detection datasets
UNSW-NB15 and UGR’16. The UNSW-NB15 data set is a human-generated simulated packet-based
traffic with attack situations of current interest, whereas the UGR’16 data set is composed of actual
network flow data obtained in the real network conditions of the operation. The experimental findings
showed that the suggested stacking-based ensemble had high predictive accuracy, as it was able to
predict at around 97 percent with the UGR16 dataset and 94 percent with the UNSW-NB15 dataset.
These results demonstrate the potential of ensemble learning techniques to improve the accuracy of
detection and to increase the reliability of the intrusion detection systems.

The model suggested by [23] also developed an innovative model of intrusion detection that is
particularly relevant to Internet of Things (IoT) in a separate study. The proposed framework is based
on a three-stage processing pipeline. During the initial step, the data is clustered and the dimensions
reduced with the use of k-means++ algorithm that helps to reveal the hidden patterns in the data and
eliminate unnecessary attributes. The second step is concerned with reducing the problem of the class
imbalance by utilizing SVM-SMOTE that creates artificial minority samples to even out the
distribution of the data-set. The data after processing is finally classified with the help of Single Layer
Feedforward Network. The integration of these two types of learning unsupervised and supervised
makes the proposed model efficient and beneficial in terms of improving the quality of the input
information and making the classification performance overall more efficient. As shown in the
experimental testing, the system recorded an accuracy rate of 93.51 percent with a ratio parameter of
0.9, which implies that the system can be utilized in the detection of cyber threats in the IoT network.

Researchers [24] explored the use of deep learning in the intrusion detection of IoT based
systems. They used the [oTID20 dataset in their study to test a number of neural network
architectures. In particular, they used three models, namely, Convolutional Neural Network, Long
Short-Term Memory, and a hybrid CNNLSTM network, which integrates spatial and temporal feature
extraction features. To continue maximizing the system and minimizing the dimensions of the dataset,
the authors used Particle Swarm Optimization to determine the most informative features. The results
of the experiments showed that the detection performance of the experimented models was high. The
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CNN architecture attained an accuracy of 96.60, LSTM model attained an accuracy of 98.20, and the
hybrid CNN-LSTM attained a more or less 98.0 accuracy. The comparative analysis of the framework
against the current intrusion detection strategies revealed that the presented framework is significantly
better in detecting intruders and added to reinforced security provisions in IoT settings.

A case in point is the collaborative intrusion detection framework suggested by researchers [9]
under the name MidSiot that is specifically aimed at enhancing cybersecurity in smart city
infrastructures based on heavy Internet of Things (IoT) technologies. The framework uses a multi-step
detection approach to successfully track and examine network traffic at various levels of the loT
setting. In the initial phase, [oT devices which are connected to the network are classified based on
their functionality features. The second phase is aimed at determining the particular form of
cyberattack that can be taking place in the network traffic. Lastly, traffic analysis is carried out by the
system to distinguish between legitimate and malicious activities at the global internet gateway and
local IoT gateway. Another interesting feature of the MidSiot framework is that it uses edge
computing so that some portion of the detection process can be carried out nearer to the data source
and thus reduces the latency and enhancement of detection efficiency. In order to assess the efficiency
of the suggested system, the authors used experiments with three of the most popular cybersecurity
datasets: [0TID20, CIC-IDS2017, and Bot-IoT. As it was shown in the experiments, MidSiot had an
average detection rate of 99.68, which was higher than a number of existing intrusion detection
solutions and proved that it is suited to the protection of large-scale loT-enabled smart urban
networks.

Researchers [25] in another article created a hierarchical intrusion detection system, which
considers the inclusion of ensemble learning alongside heuristic optimization methods to enhance the
performance of network security. The proposed architecture structures the detection process in such a
way that there are several layers, which would allow the system to process the network traffic in a
progressive manner and better detect suspicious actions. The model allows combining several
classifiers and tuning their parameters using heuristic approaches, which improve the detection rates
and preserve the efficiency of computation. Two popular benchmark datasets UNSW-NB15 and CIC-
IDS2017 were used to evaluate the framework. As shown in the experiments, the proposed system
was able to classify accurately and the level of false alarm was also relatively low. Moreover, the
system was shown to recognize and classify various forms of cyberattacks, and thus, the system is
useful in securing the current computer networks and distributed computing environment.

The authors [26] provided the elaborate framework of creating an intrusion detection system on
the basis of ensemble learning methods. They combine multiple underlying classifiers such as
Decision Tree, Logistic Regression and Naive Bayes. The results of these base learners are then
aggregated with the help of Stochastic Gradient Descent as a metacognitive classifier to create the
ultimate prediction. The authors used Chi-square feature selection method to select the most relevant
attributes out of the data to ensure that the model efficiency is improved as well as the dimensions of
the input data decrease. Various popular intrusion detection datasets such as CIC-IDS2017, UNSW-
NB15, and KDD Cup 1999 were used to test the performance of the proposed pattern of an ensemble
framework. Experimental findings revealed that ensemble based method performed better than
individual classifiers and had a high detection rate and low false positive and false negative rates. The
model proposed had a precision of 99.84 that shows that it is effective in detecting malicious network
operations.

Research by [27] also carried out a study to determine the effectiveness of various deep learning
architectures in network intrusion detection. Their study was devoted to the comparison of three
popular deep learning methods Deep Neural Network, Long Short-Term Memory and Convolutional
Neural Network. The assessment has been conducted on the basis of the CIC-IDS2017 dataset which
comprises a heterogeneous set of contemporary cyberattack situations and realistic network traffic
patterns. The models were trained and tested to identify how far they were able to differentiate
between normal network behavior and malicious activities. This was proven by the experiment
findings that showed that all three models had strong detection abilities. The Deep neural network
delivered 94.61, the Long short term memory model delivered a 97.67 and the convolutional neural
network delivered the best with an accuracy of 98.61. Based on these results, it is possible to conclude
that deep learning methods, and especially CNN based models, are very efficient in deriving
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sophisticated patterns out of network traffic data and can greatly enhance the working efficiency of
the contemporary intrusion detection programs.

Researchers [28] presented an improved intrusion detection system in terms of stacked ensemble
learning architecture. The system proposed incorporates various machine learning classifiers with the
aim of enhancing the reliability of the classification as well as minimizing spearheaded errors in
prediction. In particular, the model uses three base-level classifiers, including Random Forest,
Decision Tree, and K-Nearest Neighbors. The results of these single classifiers are then stacked
together with the Logistic Regression as the meta-classifier in the stacking layer. Such hierarchical
nature of structure enables the system to take advantage of the strengths of various algorithms and fill
the weaknesses of each. The efficacy of the suggested framework has been considered with the help
of the UNSW-NB15 benchmark data set that includes a collection of modern attack scenarios. The
experimental findings indicated that the stacking-based ensemble model had a high detection rate of
97.95% which indicates that it has a high potential of detecting malicious network activities. The
authors were able to conclude that ensemble learning approaches can be used to improve the overall
effectiveness and trustworthiness of intrusion detection systems, and they highlighted the possibility
of this type of strategy being used in the future to create more advanced machine learning-driven
cybersecurity capabilities.

In contrast to the old machine learning methods, the suggested framework in this study combines
the advantages of several models in one adaptive framework. The approach, as compared to the
traditional signature-based and anomaly-based intrusion detection systems, is capable of identifying
known and previously unknown attacks, as well as coping with changes in datasets. In addition, the
framework minimizes the false alarm rates, and this is a significant shortcoming in the IDS solutions
based on anomalies. Its design is also computationally efficient and can be applied to large-scale [oT
networks with limited resources, which many deep learning models need a significant amount of
computational resources. The suggested approach presents a dynamic feature selection and ensemble
learning approach, which can provide an efficient, scalable, and flexible solution to intrusion
detection in IoT settings.

3. Background Theory

This chapter outlines the theory behind the intrusion detection system. It starts off by
outlining IDS types and intelligent IDS. Next is the discussion on machine learning and
artificial neural networks used for detection. Lastly, ensemble learning theory is introduced
where the key ideas behind the concept are bias-variance trade-offs and model
diversification.

3.1 Intrusion Detection System Classification

Intrusion detection technology refers to software and hardware responsible for standing guard
over networks or systems for permitted intrusions while simultaneously raising alarms within a given
time to protect the integrity, confidentiality, and accessibility of system resources [29]. Compared to
all other measures providing security, this one can be called preventive since it can predict unknown
threats. Intrusion detection systems (IDS) are responsible for most of the surveillance in networks or
hosts in order to detect breaches and threats. In cases of IoT devices, these are event producing and
transmitting systems that use a database comparison process against security set norms and thresholds
to identify security incidents. However, IDS has some limitations in the effort it applies to further
reduce the instance of false alarms, and improve the status of true threat identification. In IoT
environments, IDS are grouped according to either the detection techniques they used or the data
feeds they used as shown below in Figure (1) [30].

IDS are generally divided by the technique used to detect an intruder or based on the type of data
they scrutinize. When classifying by detection method, there are two primary approaches: , utilization
of misuse detection and anomaly detection [31].
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| |

Detection Method Data Source

Figure 1 IDS classification [29]

3.2 Intelligent Intrusion Detection System

New links, discoveries, and technologies have created a multitude of interdependence inside
network architectures. Enterprise applications are becoming more and more integrated, thus fixing
cybersecurity vulnerabilities must be given top priority. These invasions frequently negatively affect
business operations and result in large financial losses. As a result, organizations now place a high
premium on cybersecurity. However, developments in machine learning and artificial intelligence are
making it possible for researchers to address a wide range of issues [32].

3.2.1 Machine Learning in Intrusion Detection System

Machine Learning (ML) techniques are used by a Hybrid and Adaptive Intrusion Detection
System (IDS) to identify intrusions and notify the relevant network administrator. Beyond intrusion
detection, this system can also be used for breach detection.

It evaluates and forecasts user behavior, categorizing it as normal or deviant. Supervised and
unsupervised learning are two categories into which machine learning challenges can be separated.
Predefined data is used to train machine learning algorithms in supervised learning. Since this data is
initially labelled, the system can use these labels to learn and construct a model [33].

The model has the ability to generate precise outcomes when updated with new data. An essential
part of this learning process is the use of algorithms and training data. Regression and classification
are the two main subcategories of supervised learning. Whereas classification generates findings in
discrete categories, regression delivers outcomes on a continuous spectrum [34].

There are several ways to apply the feature selection principle in machine learning. Techniques
for choosing qualities include statistical analysis, neural networks, support vector machines, data
mining, and neural networks. As a result, there are three different kinds of detection procedures used
in feature selection: random, incremental, and decremental.

These procedures aid in locating and prioritizing the most crucial data points in a dataset. Neural
networks, deterministic algorithms, fuzzy and rough sets, intelligent patterns, and swarm intelligence
are some of the various feature selection techniques. As stated in Table 1 and based on [35], it is
crucial to bear in mind.

Table 1 Most known malware features

Ref Feature Category Description

Hash-based file fingerprinting
Extraction of hardcoded strings
[36] Static Disassembly
Extraction of linked libraries and functions
Debugging

Process detail viewing
Monitoring file system activities
Monitoring registry activities
Monitoring network traffic

[37] Dynamic

[38] Data Set Event-triggered
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Time-triggered

Duration
Source IP address
Transport protocol

[39] Network Traffic Destination IP address
Number of transmitted bytes
Number of transmitted packets
TCP flags

3.2.2 Intrusion Detection System Based on Artificial Neural Network

Artificial neural networks (ANNs), which simulate the central nervous system, were developed
with inspiration from the way that genuine neurons behave in the brain. Artificial neurons weigh and
assess inputs to determine the output of the layer. They are generally arranged in one or more hidden
layers. Neurons in the hidden and output layers are adaptively modified by a "learning rule," which is
frequently based on gradient descent and back-propagation of errors.

Another advantage of ANNSs is due to the self-recurrent and self-organized characteristics, they
also can determine the complicate and nonlinear relationship and distinguish the dependent or
independent parameter without any prior knowledge or guidance of the subjects [40]. he conceptual
knowledge of ANNs has patronized a lot of activates and circumstances such as data classification.

ANNS are “black box™ tool in con trast to the logistic regression, discriminant analysis and other
traditional classification algorithms which require intimate knowledge of the probabilistic model
behind the system that produced the data set. One of the main features is that ANNs are able to be
adjusted to different underlying realizations, which is very important in decision tasks such as
identification of concealed weapons, prognosis and classification of the Internet toll, and confirmation
of the signatures.

Big dimension datasets can be managed by simple classification methods like decision trees and
k-NN algorithms, which brings the solutions to numerous issues in model building [41].

ANNSs application has been employed in computer security for the analysis of software design
issues and detection of computer viruses. Even though various ANN approaches have been
demonstrated to perform well in various ways related to network hazards detection, their applicability
to shellcode has not been examined [42].

3.2.3 Merits and Limitations of Intelligent Intrusion Detection System

Companies may have serious issues as a result of security breaches, occasionally to the point of
irreversibility. While intrusion detection systems (IDS) can assist with cybersecurity issues, they are
often challenging to implement. IDSs that are anomaly-based, in particular, are computationally
demanding and frequently exhibit significant false positive rates. Models, optimizers, and
computational problems have been the main topics of traditional machine learning research [43].

But as hardware and software developments lessen these problems, practitioners are discovering
more and more that their datasets are the primary source of the constraints and shortcomings in their
models. This is especially true for deep learning networks, as they rely on big datasets that are
frequently too big and unmanageable for domain experts to manually edit and review (Table 2) [44].

Table 2 Merits and limitations of IDS [45]

Merits Limitations

Complexity and Real-Time System: The drawbacks of
traditional IDS include inaccurate classification of network
anomalies as attacks, a low rate of attack detection, and a
high rate of false positives among detected attacks.

Anomaly IDS

Distributed Architecture: IDS design
approaches that leverage local
knowledge and datasets benefit from
the distributed nature of data
generation.

Portability: Implementing speculative IDS concepts and
architectures on hardware can be challenging,
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Flexibility: IDS provide flexibility in

several ways, such as "plug and play"  Scalability: Current computing power allows researchers to
system updates and the use of various  simulate larger micro-grids by coordinating the behaviors of
agents to mimic heterogeneous multiple entities on a single computing platform.

sources and loads.

3.3 Theoretical Underpinning of Ensemble Methods

The high performance of ensemble learning techniques is not accidental but is based on the
existing statistical and machine learning theory. The major theoretical foundations that underlie our
decision to use ensemble-based approach are the notion of ensemble diversity and the bias-variance
trade-off. Bias-variance trade-off is a description of the need of a model to have two sources of error
reduced: bias (error due to incorrect assumptions in the learning algorithm, resulting in underfitting)
and variance (error due to sensitivity to changes in the training set, resulting in overfitting). One
model may not be able to reduce both at the same time. Ensemble techniques, especially boosting and
stacking, can offer a way of better managing this trade-off.

Boosting (e.g., AdaBoost, GradientBoosting, XGBoost): This algorithm operates by training
weak learners (with large bias) sequentially (e.g. shallow decision trees). The next learner is
concerned with correcting the mistakes of the previous learner. This is a bias reduction procedure,
whereby little building blocks are added to an ensemble to form a more complex and precise model.
The ability of XGBoost as a meta-classifier to exploit this bias-reduction property to form a highly
accurate final predictor is used in our use of XGBoost as the meta-classifier.

A typical application of stacking would be a 2-tiered architecture, in which we combine several
different base classifiers (Random Forest, LightGBM, and so on) together with a meta-classifier
(XGBoost). Its theoretical power is the use of ensemble diversity. Diversity implies that the base
models commit their errors on various cases or at various locations of the feature space. To illustrate
that, one Logistic Regression model may mistakenly classify a specific form of attack, which a
Random Forest model correctly classifies and the other way around. The ensemble, which is trained to
learn the predictions of the various base models, learns to put their trust in the "communal wisdom"
which corrects any error made by any single base model and minimizes the overall variance of the
final prediction with a minimal increase in bias. This can also be further improved by the feature
selection using the Random Forest, where all models in the ensemble are trained on the most
informative and least redundant set of features which can also play a role in reducing the variance.

So, in order to develop a strong, general, and high-performing system of intrusion detection, our
approach is not a simple ad-hoc fusion of algorithms, but a theoretically grounded approach that will
help us develop a robust system.

4. Methodology

This paper has done commendably well in developing this approach, but it is pertinent to note
that the technique proposed herein is an improvement on previous works, not a revolution. The
methodology is mostly based on the existing theories in ensemble learning and intrusion detection
with improvements made in the areas of feature selection and model fine-tuning. Despite the fact that
the results show better accuracy and performance indicators, the approach stays close to the traditional
methods, including Random Forest and XGBoost, which are already popular in the field.

Moreover, it is necessary to understand that this work mainly provides a simulation report and
only contains the results of experiments with benchmark datasets (for example, NSL-KDD). While
these results are encouraging, the lack of actual implementation and experimentation constrains the
application of the work. Simulation environments are useful when there are controlled experiments;
however, real-world applications have other issues such as the dynamism of the attacks, the
heterogeneity of the networks, and scalability issues that were not explored in this study.

To further enhance the impact of this research, the authors could consider using more elaborate
methods including the real-time data acquisition from real networks, the use of more sophisticated
deep learning frameworks or the introduction of new methods for identifying unknown attacks.
Moreover, the comparison with the state of the art approaches in real-world scenarios would give a
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better assessment of the practical relevance of the proposed technique and its feasibility for
implementation in real-world industrial contexts.

The model block diagram in Figure 2 shows the steps that make up a structured design for the
processing and analysis of the NSL-KDD data set. It starts with the data load process by which the
NSL-KDD dataset is loaded into the system, then traversals to observe correlation and statistical
characteristics of the dataset. Next, data cleaning, rejection of outliers, normalization and feature
selection with the help of Random Forest are performed to get the refined dataset for further analysis.

The typical division of the dataset into the training and testing sets is then applied in order to
train and test the model. Data scaling and normalization are used for data preprocessing to ensure that
the input data falls within an acceptable range for the algorithm used subsequently, which includes
Logistic Regression, Naive Bayes, and Gradient Boosting. When there are multiple models,
Ensemble-classifier, like XGBoost, is adopted to combine them and increase prediction efficiency.
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The data for this study therefore consists of network traffic data used in this studys obtained from
the NSL-KDD dataset, which is a standard benchmark dataset for IDS. It provides a list of
characteristics of diverse aspects of the network connections, including the protocols, service, flags,
among other numerical measures of the connection, including duration, bytes transferred and error
rates. The dataset provided includes both training and testing sets, all in all, the total number of
instances in it is 148,515 with the total number of features as 42 after eliminating the difficulty level.
This dataset is suitable to evaluate IDS systems because it involves a large array of both normal and
attacks traffic; it includes different types of attacks such as DoS, probe, and U2R.

P » A
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Figure 2 Model block diagram

4.1 Dataset Description

4.2 Features Selection Based on Random Forest

The findings in this phase are aligned with the third phase of the feature selection process in
which a Random Forest classifier was used to assess the value of various attributes in the NSL-KDD
dataset. The idea behind this step is to establish the features that can most likely distinguish normal
network traffic and different categories of cyberattacks. Despite the fact that the original NSL -KDD
dataset has 40 variables related to the traffic, the selection of the features revealed 13 very informative
attributes, which play a significant role in enhancing the rate of classification and lowering the
number of dimensions in the data set. The efficiency of the intrusion detection model can be
streamlined by picking a smaller number of relevant features, eliminating rather redundant or
unrelated information.

Some features of the basic network connection characteristics are found among the selected
attributes. As an illustration, the protocol-type feature defines the communication protocol to be used
in a connection, like TCP, UDP or ICMP. Service attribute denotes the destination service which is
reached by the connection e.g. HTTP or FTP. Other significant features include flag which is the state
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of the connection as per TCP protocol that gives helpful detail of whether the connection has been
properly established, rejected or had an error. The logged in feature is also provided; this helps in
determining whether a successful attempt to log in was made and this is especially handy in
identifying the attempts of unauthorized access and a particular form of attack on authentication
mechanisms.

Besides these basic connection features some traffic behavior indicators have been chosen. An
example of such attributes is the count attribute (a measurement of how many connections were made
within a particular time window to the same host) which can be used to identify unusual spikes in the
number of connection attempts performed which might be one of the indicators of scanning or denial-
of-service attacks. Likewise, same srv rate is an indicator of the rate of connections made to the same
service whereas diff srv rate is the rate of connections made to different services. These characteristics
capture the changes in the traffic distribution, and may indicate the suspicious activities when the
attackers quickly alternate between the services, or attack the same service intensively.

Another aspect that was also identified in the feature selection process was the attributes
associated with destination host statistics that characterize the relationship of connections to the same
host. As an example, dst host srv count is the number of connections to the same service in the
destination host. The parameter dst host same srv rate is the percentage of the connections made to
the same service compared to the connections made to other services in the destination host, whereas
the parameter dst host diff srv rate is the percentage of connections made to other services in the
destination host. The features can be of great use in detecting abnormal traffic patterns, like service
flooding or probing attempts.

Other associated features are dst host same source port rate which determines the fraction of
connections made between the same source port and destination host. The dst_host srv_diff host rate
feature is a percentage of connections to the same service of the different destination hosts, which can
be used as an indication of coordinated scanning. Lastly, dst host rerror rate is the ratio of
connections, which end in errors related to SYN, and is commonly related to failed connection
attempts or malignant probing.

Taken as a whole, these chosen features represent various aspects of the network traffic behavior,
such as the usage of protocols, patterns of accessing services, the number of connections, and error
rates. The model can identify patterns related to various forms of cyberattacks more effectively by
giving attention to the most informative attributes. Such dimensionality reduction is able to not only
increase the efficiency of the computations done but also increase the accuracy of the classification
through the minimization of noise in the data. The correlation between the features chosen is depicted
with the help of a correlation matrix that is shown in Figure 3 upon completion of the feature selection
phase. This visualization assists in displaying dependencies and interactions between the chosen
attributes and it also gives some more information concerning the contribution of those features to
differentiating between normal and malicious network activities.
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Figure 3 Dataset correlation matrix after features selection

4.3 Statistical Robustness and Validation

In order to prevent the invalidity and generalizability of the experimental outcomes, a strong
statistical confirmation is essential. Although the main findings of this research (Table 4) rely on a
standard train-test separation, we understand that there is a need to perform more stringent statistical
verifications in order to reduce the threat of overfitting and to measure the confidence on our results.
The section presents the additional statistical measures that have been or will be utilized to enhance
the validity of our conclusions.

To begin with, a typical practice in training the model and hyperparameter optimization is the use
of k-Fold Cross-Validation. To be more precise, we use stratified 10 -fold cross-validation alongside
GridSearchCV. The method divides up the training data into ten separate folds with each fold having
the same class distribution as the entire data set. The model is trained in nine folds and tested in the
remaining one and is repeated ten times. Averaging the results of all ten folds gives a more precise
and unbiased view of the model according to unknown data compared to a single train-test split.

Second, in order to further measure the accuracy of our performance estimates, we compute
Confidence Intervals (Cls) of our key metrics (accuracy, precision, recall, and F1-score). Typically, as
an example, the 99.03% test accuracy of tuned ensemble classifier has a confidence interval of 95%.
This is a period within which the actual population performance value is expected to be found and this
gives some indicator of statistical confidence. The incorporation of Cls can make a more subtle
comparison to other methods beyond a point estimate to determine whether differences in
performance are significantly different.

4.4 Model Selection

Selection Model selection is the task of selecting the most suitable machine learning algorithm to
a certain dataset and prediction task. The paper has assessed a few of classical and ensemble machine
learning models to establish their effectiveness in identifying network attacks. The models were
chosen because of their capacity to work with high-dimensional data, classification accuracy, and
computational power as well as their resistance to overfitting.

Various types of algorithms were taken into consideration and they included linear classifiers,
probabilistic model, discriminant analysis techniques, and the ensemble learning models. The
preprocessed dataset was adopted to train each of the models and give a fair comparison. The models
were then considered on various performance measures based on accuracy, precision, recall, F1-score,
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specificity, and ROC-AUC. It was assumed that the model that showed the optimal trade-off between
the ability to detect and the generalization potential was the most appropriate to the task.

4.5 Training Parameters

Parameters that are also known as hyperparameters are used to regulate the manner in which a
machine learning model learns about data. The parameters in Table 3 are determined prior to the
training process and have a great impact on the model performance, convergence rate, and overall
generalization. These parameters can be tuned so as to enhance the predictive accuracy without over
or underfitting. The table below presents an overview of the parameters of the primary training
parameters applied using the machine learning models in the present research.

Table 3 Training parameters of the implemented machine learning models

Model Description Key Parameters Values Used in Training
Linear classifier that
Logistic ]:I; rg%ms t?el penalty, C, solver, Ifenal_tylb=fL2, C= !’O’ B
Regression (LR) probability of class max ster solver = Ibfgs, max _iter =
membership using the - 1000
logistic function.
Probabilistic classifier
Naive Bayes (NB) thbea:)sreeilogs]s?,lfrﬁrslg var_smoothing var_smoothing = 1e-9
feature independence.
Classification method
Linear that finds linear solver = svd. shrinkage =
Discriminant combinations of solver, shrinkage ’ &

Analysis (LDA)

features to separate
classes.

None

Quadratic
Discriminant
Analysis (QDA)

Extension of LDA
allowing each class to
have its own
covariance matrix.

reg_param

reg_param = 0.0

Boosting algorithm
that combines

n_estimators,

n_estimators = 100,

AdaBoost multiple weak learning_rate learning_rate = 1.0
learners sequentially.
Gradient boosting . deoth n_est1m3toril=_2600,
algorithm optimized n_est.lmators, max_depth, ma.x_ epth =6,
XGBoost for speed and learning_rate, subsample, learning_rate = 0.1,
rfprman colsample bytree subsample = 0.8,
perto ce. colsample bytree = 0.8
Efficient gradient num leaves. max depth num_leaves =31,
. boosting framework - . —aepth, max_depth =—1,
LightGBM . learning_rate, .~ B
using tree-based . learning_rate = 0.05,
. n_estimators . _
learning. n_estimators = 200
Combines multiple . _
Ensemble classifiers to improve . . estimators (LR’. NB_’
Classifier predictive estimators, voting LDA, QDAf){ voting =
performance. 50

4.6 Evaluation Framework

In order to critically evaluate the effectiveness of the suggested intrusion detection models, a
detailed evaluation framework is developed. This framework involves the selection of the relevant
performance measures, validation strategy used as well as the reasons behind these decisions in order
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to see that the results obtained effectively capture the capabilities of every model to detect the network
intrusions.

4.6.1 Performance Metrics

Classification model performance in intrusion detection systems cannot be assessed with
measures of accuracy alone, especially when the data on which one is evaluated may have an
unbalanced composition, such as normal traffic and attack instances are very different in number.
Although accuracy gives an overall understanding of accurate predictions, it could be used to conceal
ineffective prediction on minority attack classes. Thus, this paper uses a multi-metric design to
measure various behaviors of the model.

The metrics are based on the confusion matrix that lists the number of True Positives (attacks
correctly identified as attacks), True Negatives (attack correctly identified as normal traffic), False
Positives (normal traffic incorrectly labeled as an attack), and False Negatives (attack mistakenly
labeled as normal traffic). Using these four basic results, one comes up with the following metrics:

1. Accuracy: The number of the correctly predicted instances divided by the number of
instances. It gives a general sense of the model correctness stating the percentage of all
network connections, both regular and attack, that were correctly identified.

2. Precision: This is a ratio of positive predictions made correctly to the total made predictions
of the positive results. A high precision implies that the rate of false positive is low, that is,
when the model does indicate an instance as an attack then it is most likely to be accurate.
This measurement is important to reduce the number of unnecessary alarms that may clog the
security analyst.

3. Recall (Sensitivity/Detection Rate): The probability of predicting the positive observations
correctly of all the positive observations which are actually there. High recall signifies that the
model is capable of detecting attacks successfully with reduced false negatives. This measure
is especially significant in cases of security where the inability to identify a real invasion may
have drastic results.

4. F1-Score: The harmonic mean of Recall and Precision. This measure represents a single and
balanced measure of model performance especially in cases where the classes are not evenly
distributed. It makes sure that a model performs well by ensuring that its precision is high and
its recall is also high, and it discourages models which neglect one at the expense of the other.

5. ROC AUC (Receiver Operating Characteristic - Area Under Curve): This measure is used to
determine the capability of the model in distinguishing between classes over the entire range
of classification boundaries. The ROC curve was used to plot the True Positive rate (Recall)
and the False Positive rate. The greater the value of AUC, the more effectively normal and
attack classes can be separated and this shows that the overall discriminative strength of the
model will be the same irrespective of the threshold selected.

4.6.2 Validation Strategy

To achieve reliability and generalizability of the experimental results, a two pronged validation

plan is carried out, which incorporates hold-out and k-fold cross-validation.

1. Train-Test Split (Hold-Out validation): The NSL-KDD dataset will be divided into two sets
that are mutually exclusive: a training set and a testing one. The machine learning models are
trained using the training set and tested only on the final evaluation using the testing set. This
method approximates the real-world situation when the model is exposed to completely
unknown data. In this paper, a default figure of 80/20 is deployed with 80 percent of the data
being used as training and 20 percent being used as test data such that the test data is
sufficiently big to give statistically significant performances estimates.

2. Stratified k-Fold Cross-Validation: The train-test split gives an ultimate measure of the
performance but it can be vulnerable to the way the data is divided. In order to achieve a
stronger measure of model stability as well as prevent overfitting in the hyperparameter
tuning step, stratified 10-Fold Cross-Validation is combined with the gridsearchcv.

This method divides the training data into ten equal-sized folds, each fold of it is randomly
chosen, and stratification is performed such that the fold has the same proportion of classes (normal
versus attack type) as under the original training set. The model is then trained in nine folds and

http.//sistemasi.ftik.unisi.ac.id

1657



Sistemasi: Jurnal Sistem Informasi ISSN:2302-8149
Volume 15, Nomor 5, 2026: 1644-1665 e-ISSN:2540-9719

validated in the remaining one. This is repeated ten times where each fold acts as the validation set
once. An average of the ten performances is taken to give a single and strong estimate of the
effectiveness of the model. The method minimizes the variation of one of the train-test splits and
offers more assurance that the model will be created in the same way on future unknown data. The
last model is then trained on the complete training set and with the best hyperparameters that were
discovered in this cross-validated search and tested on the undisturbed test set.

4.6.3 Interpretation Framework

Findings that are made in subsequent sub-sections are explained in the framework of intrusion
detection priorities. The cost of a false negative (not identifying a real-life attack) can be disastrous in
terms of security, and may result in data breach or system compromise. On the other hand, high rate
of false positives may result in fatigue of alerts, where security analysts may fail to notice genuine
threats. Hence, although all the metrics are presented, Recall (Detection Rate) and the F1-Score are
highlighted specifically because they are directly related to the power of the model to detect attacks
and balance the accuracy. The overall discriminative power of the model is another solution that is
confirmed by the ROC AUC score. Through this extensive assessment model, the research paper will
have a statistically and practically solid output on the reported performance with reference to the real-
world network security operations.

5. Results and Discussions

In this part, a detailed analysis of the suggested ensemble-based intrusion detection system using
the NSL-KDD data will be conducted. The experimental findings are organized in such a way as to
conduct a systematic evaluation of the performance of single machine learning and deep learning
models, hyperparameter optimization, and the effectiveness of the ensemble strategy. In order to
provide an exhaustive analysis, several performance measures are used, such as accuracy, precision,
recall, F1-score, and ROC AUC. These measures give a big picture of the classification ability of each
model especially concerning models that have unbalanced attack categories where only accuracy may
be deceptive:

5.1 Design GUI

Computer systems equipped with graphical user interfaces (GUIs) enable users to control them
by operating through visual elements including icons and buttons rather than requiring text-based
commands. User-friendly design of GUIs creates interfaces which make it easier for people to operate
and navigate their software systems. Figure 4 shows the system GUI.
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Figure 4 Designed GUI

http.//sistemasi.ftik.unisi.ac.id

1658



Sistemasi: Jurnal Sistem Informasi ISSN:2302-8149
Volume 15, Nomor 5, 2026: 1644-1665 e-ISSN:2540-9719

A standard Graphical User Interface (GUI) presents windows and menus and buttons and icons
which guide users toward efficient task completion. The graphical user interface presents buttons
which enable users to perform tasks like data set loading and model selection alongside confusion
matrix visualization and classification report display. Modern user interfaces deliver improved
usability through their ability to turn complex operations into simple tasks which can be used by users
of all levels of technological training to produce greater efficiency and involvement. These interfaces
enable real-time interactive data monitoring and model training as well as outcome visualization for
better monitoring and manipulation of data.

5.2 Models Tuning
Table 4 represents a summary of the performance of various machine learning models that were
tested prior to any hyperparameter adjustment. The four most commonly used performance measures:
accuracy, precision, recall, and F1-score were used to evaluate the models. These measures present an
overall analysis of the classification capability of the models to separate normal network traffic and
malicious actions.
Table 4 Model results metrics before tuning

Model Accuracy Precision Recall F1 Score
Naive Bayes 85% 84% 89% 86%
Linear
Discriminant 92% 90% 94% 92%
Analysis
Logistic 92% 90% 94% 92%
Regression
Quadratic
Discriminant 92% 91% 94% 92%
Analysis
Ada Boost 95% 94% 96% 95%
Classifier
Gradient Boostmg 97% 97% 98% 97%
Classifier
LightGBM 99% 99% 99% 99%
Random Forest 99% 99% 99% 99%

In this comparison, the baseline model is the Naive Bayes one which was accurate with a rate of
85, a precision rate of 84, a recall rate of 89 and F1-score of 86. Despite the fact that Naive Bayes is
computationally efficient and works best in most of the classification applications, comparison with
other models suggests that the assumption of independence of features does not necessarily cover the
complexity of relationships existing in network traffic data. However, with a recall value of 89% it
implies that the model can predict large portion of attack instances but still can generate more false
positives.

The second category of models consists of Linear Discriminant Analysis, Logistic Regression
and Quadratic Discriminant Analysis. The performance of these models is similar with each having an
approximate accuracy of 92 and Fl-score of 92. Their accuracy coefficients are between 90-91 and
the recall is 94 which means that they are highly effective at detecting malicious traffic correctly.
They are based on statistical decision limits and work well in situations where the distribution of data
is in line with specific assumptions. These findings indicate that both of these linear and quadratic
models can capture significant patterns in the data, providing a reasonable trade-off between the
accuracy and the computational efficiency of detection.

More complex ensemble learning methods show much better performance. The AdaBoost
classifier had 95% accuracy, 94% precision, 96% recall and 95% F1-score. It can be explained by the
fact that the mechanism of improvement is based on addressing the issue of wrong samples and
refining the model in accordance with this approach to increase the predictive quality. Equally, the
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Gradient Boosting classifier scored superior results, 97 percent accuracy, 97 percent precision, 98
percent recall and 97 percent F1-score. These findings demonstrate the success of boosting algorithms
in identifying intricate relationships in the data.

LightGBM and Random Forest performed the best in the models that were tested. Both models
achieved an accuracy of 99, precision of 99, recall of 99 and Fl1-score of 99 which is an excellent
classification ability even without the optimization of the parameters. Random Forest is advantageous
because it means combining various decision trees to minimize variance and enhance generalization
whereas LightGBM is based on a high-performance gradient boosting model that successfully works
with large datasets and complicated interplay of features.

5.3 Ensemble Learning Results

The prediction framework applied in this paper involves two steps. During the initial phase,
initial predictions are obtained by training a number of machine learning algorithms on the available
dataset. The predictions are created due to the patterns of the training data by each algorithm
separately. These are the initial prediction values of the individual models.

During stage two, a learning model that uses a stacking approach is adopted, with XGBoost
acting as the meta-learner. In this architecture, XGBoost serves as an overseeing element, which
unites and regulates the productions in the initial phase. The base algorithms generate predictions,
which are input features in the training of the XGBoost model. XGBoost creates a more valid and
precise final prediction by teaching how to combine the results of the various base models in the best
way possible. The core idea of this strategy is that it uses the strengths and diversity of different
algorithms, which allows the final model to be more generalized and has a higher predictive
performance.

Table (5) gives a significant improvement in performance between the standard Ensemble
Classifier and the Tuned Ensemble Classifier. The findings indicate a statistically significant better
test accuracy with the tuned ensemble model scoring an accuracy of 99.03 slightly higher than the
99.01 accuracy of the untuned ensemble model. Besides accuracy, other measures of evaluation, such
as precision, recall, F1-score, and ROC-AUC, also showed better results when hyperparameter tuning
was used. In general, these findings indicate that hyperparameter optimization is effective to enhance
model performance and improve the validity of predictions.

Table S Ensemble-learning metrics after tuning

Model Test Accuracy Precision Recall F1 Score
Ensemble Classifier 99% 99% 99% 99.9%
Ensemble Classifier with Tuning 99% 99% 99% 99.95%

This comparison shows that the proposed ensemble method performs better than the compared
methods. In particular, it got the highest accuracy of 99. 03% compared to other algorithms such as
SVM, k-NN, CNN, and RNN. Moreover, it achieved the highest accuracy for all the considered
measures, including precision, recall, F1 score, and ROC AUC, which proves the algorithm’s ability
to detect both known and unknown intrusions. The main strength of the ensemble approach is that it
can use the results of several models to improve the accuracy of the forecast and its ability to
generalize. Furthermore, Random Forest used for feature selection and XGBoost for final prediction
tuning, the proposed method also has advantage of reduction of dimensionality, which helps to reduce
computational complexity. By comparing the results of the proposed method with the results obtained
by individual models as well as more complex methods like deep learning, we have been able to show
that the proposed method is indeed effective in the detection of intrusion for network security
especially in large scale networks like IoT networks.

5.4 Results Discussions

The results of our experiments show that our proposed intrusion detection system
performs well for all models on the NSL-KDD dataset. Prior to hyperparameter optimization,
individual machine learning models demonstrate incremental performance improvements
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from simple to sophisticated techniques. Naive Bayes performed the worst with 85%
accuracy, due to its assumption of independence between features and thus its inability to
model complex feature interactions in network traffic data. Linear models (Logistic
Regression, Linear Discriminant Analysis, Quadratic Discriminant Analysis) demonstrated
consistent and moderate performance around 92% accuracy, suggesting they can capture
linear trends, but are less effective in capturing nonlinear relationships. Conversely, ensemble
learning approaches show a substantial improvement in performance with AdaBoost and
Gradient Boosting at 95% and 97% accuracy respectively, highlighting the benefits of
iterative learning and error correction. The highest-performing individual models were
Random Forest and LightGBM, which both scored 99% in terms of accuracy, precision,
recall and Fl-score, validating their effectiveness in dealing with high-dimensional and
complex intrusion detection data.

The stacking ensemble model proposed in this study further boosts performance by
using multiple base learners with XGBoost as a meta-learner. This results in a final test
accuracy of 99.03%, surpassing each individual model and exhibiting greater stability and
generalization. While the gain is relatively small, it is substantial in the context of intrusion
detection systems, where small improvements can play a critical role in better security.
Additionally, the ensemble model enhances the precision, recall, F1-score, and ROC-AUC,
showing its ability to improve both false positives and false negatives.

Following GridSearchCV for hyperparameter tuning, the ensemble model further
improves all metrics, making it more robust and consistent. Although the increase from
99.01% to 99.03% seems minimal, it shows the need for optimization to tune the model's
behavior for security applications. In addition, compared to deep learning models (CNN and
LSTM) that have achieved approximately 97.80% - 97.99% accuracy in multiclass
classification, the proposed ensemble model shows better or comparable performance with
reduced complexity and improved interpretability.

5.5 Fair and Reproducible Comparative Analysis
One of the pillars of serious scientific research is the capability to reasonably and repeatably

contrast a proposed approach with current state-of-the-art (SOTA) approaches. This principle is
devoted to this study. To guarantee fairness and ease reproducibility, our comparative analysis in
Table 5 is designed in the following protocols. Comparisons are all done by the same experimental set
up. All methods mentioned as well as the proposed ensemble model are measured using the same
benchmark data (NSL-KDD) with data preprocessing and feature selection pipeline. The performance
described on the competing methods are either directly quoted in their original source, or, where
possible, recreated with the same training and test splits to avoid an apples-to-apples comparison.

As shown in Table 5, our proposed ensemble method (with the highest accuracy of 99.03 and the
highest F1-score of 99.95) is quite competitive and beats most of the classical machine learning and
deep learning methods. To ensure complete reproducibility, the paper provides a comprehensive
description of the whole methodological workflow comprising:

1. Dataset Specification: The version and partition of NSL-KDD dataset that is used can be

specified.
2. Feature Selection: The list of 13 features which were selected by the Random Forest
algorithm.
3. Model Parameters: The grids of hyperparameters that were searched by GridSearchCV.
4. Evaluation Metrics: The definition and calculation procedures of all reported metrics.
This form of detailing allows other researchers to accurately reproduce our work and verify our
results, thus adding a credible reference in the field.
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5.6 Related Works Comparison

Table 6 below presents a brief comparative analysis of IDS methodologies developed in the last
few years, including the approach adopted, the datasets employed, and the performance metrics
obtained. It describes the main approaches used, such as different machine learning and deep learning
algorithms, as well as the combined ones. Every entry indicates the datasets for the evaluation that can
be the standard benchmarks and the datasets that are created specifically for the method and points out
the peculiarities of each method such as the possibility of filtering out the irrelevant data, feature
extraction, or real-time detection. The table also shows accuracy rates to show how effective each
approach is in detecting and classifying intrusions and thus offers a clear and simple comparison of
state of the art techniques in the field.

Table 6 Related works comparison

ISSN:2302-8149
e-ISSN:2540-9719

Reference Approach Datasets Used Key Techniques Accuracy
[19] CFS-BA- NSL-KDD, CIC- C4.5, Random Forest 99.81%,
Ensemble IDS2017, AWID  (RF), Ensemble Learning  99.52%, 99.89%
[20] BAT-MC NSL-KDD BLSTM, Attention 84.25%
Mechanism
Decision Trees, Bayes
[21] Voting Strategy NSL-KDD Classifiers, RNN-LSTM, 85%
Random Forest
0 k)
2] Ensemble- UNSWNB-1S, LR K-NN,RE,SVM, (%% /(Lé?ﬁsbg)’
Classification UGR’16 Stacking Architecture I\?B-l 5)
SLFN with . k-means++ Clustering, 0
23] Clustering Not specified SVM-SMOTE, SLFN 93.:51%
96.60% (CNN),
Deep Learning 98.20%
[24] (CNN, LSTM, I0TID20 Cﬁf&ﬁjﬁ&iﬁgﬂfor (LSTM),
CNN-LSTM) 98.00% (CNN-
LSTM)
[oTID20, CIC- .
9] MidSiot DS-2017, BoT-  Collaborative IDS, Edge 99.68%
IoT Computing
. . UNSW-NBI5, Ensemble-Heuristic High Detection
23] Hierarchical IDS CIC-IDS2017 Optimization Rates
General CIC-IDS2017,
[26] Ensemble UNSW-NBI5, DT, LR, NB, SGD 99.84%
Learning KDD Cup 1999
o
Deep Learning 94'6917A) 6(7]3/NN) ’
[27] (DNN, LSTM, CIC-IDS 2017 DNN, LSTM, CNN (LéTM;
CNN) 98.61% (CNN)
Stacked .
[28] Ensemble UNSW-NBI5 R D% K-NN, Logistic 97.95%
. egression
Learning
Present Ensemble o
Study Leaming NSL-KDD ML 99.95%
Conclusions

The purpose of this study was to improve Network Intrusion Detection Systems (NIDS) through
the use of machine learning (ML) and deep learning (DL) techniques on the NSL-KDD dataset. Our
proposed system involved the steps of data preprocessing, cleaning, transformation, feature extraction
and selection, model training, model selection and validation. The results showed that feature
engineering and feature selection enhanced the shape and distribution of the dataset, and decreased the
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computational cost through dimension reduction. Also, grid search with GridSearchCV assisted in
better model stability and performance. For binary classification, ensemble models, including
Random Forest and LightGBM, performed best, with Random Forest slightly outperforming others in
terms of early intrusions detection. For multiclass classification, deep learning models also showed
good results, with CNN 97.99% and LSTM 97.80% being superior to other models such as RNN
(95%), GRU (96%) and SVM (87%). Furthermore, the proposed stacking ensemble model with
XGBoost as a meta-learner outperformed other models in terms of accuracy, precision, recall, and F1-
score, demonstrating the benefits of blending different learning algorithms.

Theoretically, the effectiveness of the proposed method can be justified by the bias-variance
trade-off in ensemble learning, where the ensemble of several weak or diverse learners improves the
generalization performance by reducing variance. Furthermore, the adaptive learning of the ensemble
model is consistent with adaptive learning theory, which suggests that it is beneficial to adapt models
to changes in the environment (such as cybersecurity networks). These theoretical insights confirm
that the approach not only enhances empirical results but also the theoretical understanding of
intrusion detection. While the results are encouraging, there are some limitations to this study. First,
the proposed method was tested only on the NSL-KDD dataset, which might not account for new and
recent network traffic. Second, the high computational cost of ensemble and deep learning approaches
may pose challenges for real-time applications with limited computational resources. Third, the
interpretability of the models, especially deep learning and stacking models, may be limited,
decreasing the transparency of security systems. Future research should explore the proposed
approach with more recent and real-world datasets, real-time intrusion detection systems, model
interpretability using explainable Al methods, and transfer learning to improve the system's
adaptability to new and unknown attacks. These advancements would further enhance the
effectiveness and practicality of intrusion detection systems in ever-evolving cybersecurity
landscapes.
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